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LETTER OF TRANSMITTAL

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON WAYS AND MEANS,

SUBCOMMITTEE ON OVERSIGHT,
Washington, DC, August 6, 1998.

Hon. BILL ARCHER,
Chairman, Committee on Ways and Means,
House of Representatives, Washington, DC.

DEAR CHAIRMAN ARCHER: The purpose of this letter is to trans-
mit to the full Committee on Ways and Means the report of the
Subcommittee on Oversight on the year 2000 problem, commonly
known as ‘‘Y2K,’’ as it relates to the major program areas within
the Committee’s jurisdiction. This report was approved by the Sub-
committee on August 6, 1998.

The United States, with almost half the world’s computer capac-
ity and 60 percent of the world’s Internet assets, is the most ad-
vanced, and most dependent, producer and user of information and
telecommunications technologies. Most computers, computer sys-
tems, and telecommunications networks in use in the Federal Gov-
ernment today will not be able to function in the year 2000 and be-
yond unless they are modified.

This is of particular concern as it applies to the Federal pro-
grams within the jurisdiction of the Committee on Ways and
Means, including those administered by the U.S. Department of the
Treasury, U.S. Department of Health and Human Services (HHS),
and the Social Security Administration (SSA). Among the major
programs are tax and trade administration, Medicare, and Social
Security. The computers serving the programs within the Commit-
tee’s jurisdiction affect more than 260 million Americans. The reve-
nue programs affect every taxpayer and every business, and the
benefit programs impact the health and well-being of millions.
These Americans rely on the vital services they receive and cannot
afford to have them disrupted by computer failures; nor can they
afford to have the computers produce erroneous penalty assess-
ments, notices, refund or benefit checks.

Most of the computers in use in the Federal Government today
store information for a year in a two-digit format. While fixing the
two-digit year format is technically simple, the process for analyz-
ing, renovating, and testing computers and computer systems, in-
cluding embedded computer chips, to identify and correct the errors
involves a very complex management task. A massive logistical ef-
fort is also needed for those computers and systems that must
interact, including those that interact through telecommunications
networks. Telecommunications networks are critical to Social Secu-
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rity checks getting to seniors, hospitals and doctors being paid by
Medicare, and taxpayers being properly and efficiently served by
the Internal Revenue Service (IRS). For these services to continue
into the year 2000 without disruption, each of these agencies must
successfully renovate their own systems and be able to effectively
interact with the renovated systems of the Treasury Department’s
Financial Management Services (FMS), which has responsibility for
actually making the payments to the beneficiaries and taxpayers.

Further complicating this technical, managerial, and logistical
challenge is the fact that most of the systems that the agencies
must renovate are old and have software written in nearly obsolete
programming languages. Agencies have encountered serious prob-
lems in their earlier attempts to modernize these antiquated sys-
tems, especially in delivering systems that provide the required
functionality on schedule and within budget.

Modifying computer code requires programming skills that are in
short supply. Recruiting and retaining qualified personnel is a
major concern, which will undoubtedly become more difficult and
expensive as the year 2000 draws closer.

In response to your request, the Subcommittee on Oversight held
two hearings on the Y2K problem to identify the issues that need
to be effectively addressed for the major programs within the Com-
mittee’s jurisdiction to continue to provide critical services without
disruption in the year 2000 and beyond. The Subcommittee hear-
ings focused on the implications of the Y2K computer problem for
program beneficiaries and taxpayers, potential risks to program
missions, and major remaining program vulnerabilities.

On May 7, 1998, the Subcommittee on Oversight held its first
Y2K hearing. Federal program officials testified on the progress
they have made in renovation efforts, the risks they have identi-
fied, and how they are attempting to mitigate those risks. Rep-
resentatives of major financial services institutions, including those
who interact with the agencies that administer these programs,
testified along with information system industry observers on their
Y2K experience, the most perplexing Y2K challenges remaining,
and actions needed to prevent disruptions in program services. On
June 16, 1998, the Subcommittee held its second hearing on Y2K
issues as they relate to telecommunications. The Subcommittee re-
ceived testimony from representatives of various segments of the
telecommunications industry and other industry observers, who de-
scribed relevant Y2K issues, progress toward addressing those
issues, and the remaining challenges. The Subcommittee also re-
ceived testimony and related study reports from the U.S. General
Accounting Office (GAO) in both of its Y2K hearings.

Issues raised at the Subcommittee’s Y2K hearings included the
importance of making Y2K conversion a national priority; the ad-
verse impact potential legal liability is having on Y2K information
sharing and communications; and the adequacy of funding and
other resources available for the required system renovations.
Many of these Y2K issues have been the subject of other Congres-
sional oversight hearings, dating as early as April 1996, which
have encouraged the administration to establish Y2K as a national
priority and to focus attention on Y2K renovation. On February 4,
1998, President Clinton established the Council on Year 2000 Con-
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version. On July 14, 1998, the President presented his first major
policy address on Y2K.

With regard to legal liability issues, the administration has
taken two initiatives to promote greater Y2K information sharing
and communication. The Department of Justice Antitrust Division
approved a proposal to allow the discussion and exchange of infor-
mation on the Y2K issue. This Justice position was intended to
ease concerns about information sharing resulting in antitrust ac-
tion. The other initiative relates to proposed legislation to provide
protection against legal liability for those who share in good faith
information about Y2K experiences and solutions. However, more
needs to be done by the administration as well as the Congress to
further these initiatives and resolve the related issues.

Based on its review, the Subcommittee found that SSA is rel-
atively well positioned to have its systems renovated to function
properly in the year 2000. This is primarily because SSA was the
first to start its Y2K conversion efforts and its management has
provided strong and consistent leadership on each phase of the con-
version effort. SSA is currently working with FMS to test its entire
process, including payments to beneficiaries.

The Subcommittee believes that HHS is in the weakest position,
relative to SSA and Treasury, in having its systems renovated in
time for the year 2000. The progress of the Health Care Financing
Administration (HCFA) is of greatest concern because HCFA, as
well as the contractors upon which it relies heavily to process
Medicare claims and payments, initially expected to do their proc-
essing on a system which has since been abandoned because of
major system development difficulties. Therefore, multiple older
systems must be renovated by both HCFA and its contractors, and
the time remaining to complete the renovations is extremely tight.
Other HHS Y2K concerns involve inadequate information about
biomedical device readiness, and the late start in renovating sys-
tems for welfare and child support programs, which involve numer-
ous interdependencies between State and Federal systems.

Treasury is apparently in a stronger position than HHS, but not
as strong as SSA. The major concern is the inadequate progress
made to date by the FMS, which provides for the payments for
SSA, Medicare, and other Federal programs. IRS is also of concern
because of the sheer magnitude of the effort required, the poor
record IRS has for modernizing its systems and managing its infor-
mation systems environment and the status of telecommunications
capabilities whose renovation is being done by contractors and
managed by the Treasury. The U.S. Customs Service (Customs) has
brought new management attention to Y2K to help overcome ear-
lier struggles with systems development projects and a late start
in its Y2K conversion efforts.

The assessments made by the Subcommittee on Oversight about
the Y2K readiness of the SSA, HHS and Treasury agencies respon-
sible for the major programs within the Committee’s jurisdiction
are consistent with those made by the Government Management,
Information, and Technology Subcommittee (Horn Subcommittee),
and by the Office of Management and Budget (OMB).

Based on these assessments, the Subcommittee on Oversight is
concerned that, with the possible exception of Social Security, vital
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services to taxpayers and beneficiaries may be disrupted or other-
wise jeopardized by computer system or telecommunication net-
work failures unless the following recommendations are adopted:

1. The administration should more aggressively promote the Y2K
problem as a national priority;

2. Businesses, computer industry suppliers, and others should
have the capability to communicate and share information about
Y2K problems and solutions without fear of legal liability;

3. Agencies should test their renovated systems fully and ensure
they interact with other systems as needed to carry out their relat-
ed functions;

4. Agencies should develop contingency plans to ensure vital
services are not disrupted, since realistically all systems will not be
renovated fully by January 1, 2000;

5. Agencies should monitor their Y2K efforts closely to ensure
their human resources and expertise are commensurate with the
renovation tasks that remain to be completed;

6. The administration and Congress should ensure that Y2K
funding is adequate for government agencies to have the resources
and expertise needed to update and renovate their systems;

7. Small businesses should be encouraged to take the necessary
actions to ensure their computer and telecommunications systems
will be able to function properly in the year 2000 and beyond; and

8. The Congress should work with the administration to ensure
the necessary oversight is provided so that the Y2K challenge is
met successfully.

The Committee may want to consider tax incentives for small
businesses to encourage them to proceed expeditiously with needed
Y2K renovations. Representative Karen Thurman, a Member of the
Subcommittee, has introduced legislation, H.R. 4134, to increase by
$20,000 the amount a small business is permitted to expense for
the purpose of making its systems Y2K compliant.

The Subcommittee will continue to be diligent in its oversight ac-
tivities to ensure vital services to beneficiaries and taxpayers are
not disrupted because of Y2K-related system failures or malfunc-
tions. The Oversight Subcommittee has requested that GAO con-
tinue its studies of SSA, HCFA, IRS, FMS, Customs, and others.
The Subcommittee is also monitoring the efforts of the appropriate
Inspector General offices, which have considerable efforts under-
way to assess system readiness along with validating the renova-
tions reported by the various agencies. The Subcommittee also is
coordinating its efforts with the ongoing efforts of the Horn Sub-
committee, House Y2K Task Force, Senate Special Committee Year
2000 Technology Problem, OMB and the Council on Year 2000 Con-
version to monitor the Federal agencies’ and private sector progress
and readiness for the year 2000.
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We hope our assessments and recommendations will provide use-
ful guidance to the Committee in addressing this critical challenge.

Sincerely,
NANCY L. JOHNSON

Chairman
WILLIAM J. COYNE

Ranking Member
ROB PORTMAN
JERRY KLECZKA
JIM RAMSTAD
JOHN S. TANNER
JENNIFER DUNN
KAREN L. THURMAN
PHILIP S. ENGLISH
WES WATKINS
JERRY WELLER
KENNY HULSHOF

Attachments
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REPORT OF THE SUBCOMMITTEE ON OVERSIGHT ON
THE YEAR 2000 COMPUTER PROBLEM

Background

With tremendous advances in technology in recent decades, gov-
ernments and businesses worldwide have become increasingly reli-
ant on computers. Telecommunications systems and networks are
also critical to the operations of nearly every public and private
sector organization. The United States, with almost half the world’s
computer capacity and 60 percent of the world’s Internet assets, is
the most advanced, and most dependent, producer and user of in-
formation and telecommunications technologies.

Historically, most computers, computer systems, telecommuni-
cations networks, and embedded computer chips only store a two-
digit number for the year, which makes the year 2000 indistin-
guishable from the year 1900. Those that are dependent upon this
two-digit year format will likely either shut down completely or
produce incorrect data. Without proper renovation or replacement,
malfunctions will cause many costly problems for both government
and commerce. Some computers cannot be modified and must be
replaced. Although most of the attention concerning the year 2000
problem, commonly known as ‘‘Y2K,’’ initially focused on computers
and computer systems, there is a growing recognition of the
vulnerabilities of telecommunications networks, because a single
noncompliant component could potentially shut down an entire net-
work. In addition, there are many items, like elevators and security
systems, that are not generally thought of as computer systems but
have embedded computer chips. Many of these embedded chips are
date-dependent and require replacement in order to function prop-
erly in the year 2000 and beyond.

Most computers, computer systems, telecommunications net-
works, and embedded chips in use in the Federal Government
today will not be able to function in the year 2000 and beyond un-
less they are modified. This is of particular concern as it applies
to the Federal programs within the jurisdiction of the Committee
on Ways and Means, including those administered by the U.S. De-
partment of the Treasury, U.S. Department of Health and Human
Services (HHS), and the Social Security Administration (SSA).
Among the major programs are tax and trade administration,
Medicare, and Social Security. The computers serving the programs
within the Committee’s jurisdiction affect more than 260 million
Americans. The revenue programs affect every taxpayer and every
business, and the benefit programs impact the health and well
being of millions. These Americans rely on the vital services they
receive and cannot afford to have them disrupted by computer fail-
ures; nor can they afford to have the computers produce erroneous
penalty assessments, notices, refund or benefit checks.
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While fixing the two-digit year format is technically simple, the
process for analyzing, renovating, and testing computers and com-
puter systems to identify and correct the errors involves a very
complex management task. A massive logistical effort is also need-
ed for those computers and systems that must interact, including
those that interact through telecommunications networks. Tele-
communications capabilities are critical to Social Security checks
getting to seniors, hospitals and doctors being paid by Medicare,
and taxpayers being properly and efficiently served by the Internal
Revenue Service (IRS). For these services to continue into the year
2000 without disruption, each of these agencies must successfully
renovate their own systems and be able to effectively interact with
the renovated systems of the Treasury Department’s Financial
Management Services (FMS), which has responsibility for actually
making the payments to the beneficiaries and taxpayers.

Most of the systems that the agencies must renovate are old, fur-
ther complicating this technical, managerial, and logistical chal-
lenge. Agencies have encountered serious problems in their earlier
attempts to modernize the antiquated systems, especially in deliv-
ering systems that provide the required functionality on schedule
and within budget. For example, IRS and Health Care Financing
Administration (HCFA) have had difficulty renovating or replacing
their old systems and have had to abandon previous modernization
plans. Some systems are too old to renovate and need to be re-
placed, which requires considerable time and expertise. The soft-
ware has often been written in nearly obsolete languages, and the
computer code has been changed numerous times over the years
without adequate documentation.

Modifying this computer code requires programming skills that
are in short supply and may not be readily available. Modifying
telecommunications components and networks requires unique ex-
pertise that has also been in short supply. Some agency officials ex-
pressed concern over their ability to recruit and retain information
systems employees with the necessary expertise to handle the con-
versions, and even their ability to supplement their work force with
contractor support, because of the escalating demand for a finite
talent pool and the escalating costs for that expertise. Costs are not
the only issue, as specialized knowledge of agencies’ sometimes an-
tiquated systems is not easily transferable, if at all, to other em-
ployees or contractors. In the recently enacted IRS restructuring
bill, Congress provided the IRS Commissioner with personnel flexi-
bilities that will allow him to attract the technical and managerial
skills needed to handle such challenges as Y2K.

Subcommittee Hearings

On May 7, 1998, the Subcommittee on Oversight held a hearing
to explore Y2K issues for the programs within the jurisdiction of
the Committee on Ways and Means (See Appendix I). The Sub-
committee explored the management plans and processes the rel-
evant agencies had initiated to renovate or replace their systems.
Of particular interest to Subcommittee Members were the implica-
tions of the Y2K problem for various program beneficiaries, poten-
tial risks to program missions, and major remaining program
vulnerabilities. Agency officials, private sector representatives, and
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U.S. General Accounting Office (GAO) witnesses testified on the
risks and mitigation strategies related to Y2K problems.

The private sector witnesses, in particular, called for the Presi-
dent and Congressional leaders to establish the Y2K problem as a
national priority, and to ensure the problem gets the attention,
funding, and other resources necessary for success. Among the
issues of great concern identified by the witnesses at the hearing
for agency attention were: priority setting, progress monitoring,
system testing, contingency or continuity planning, and resource
and expertise availability. Telecommunications capabilities were
also of concern because of the agencies’ increasing reliance on out-
side suppliers and carriers for renovated components and networks,
as well as the lack of information as to how those renovations were
proceeding. Of particular concern was how the renovation efforts of
private sector telecommunications suppliers and carriers cor-
respond to Federal Government agency timeframes for renovating,
testing, and implementing their computer systems, as well as for
devising their contingency plans.

On June 16, 1998, the Subcommittee held a hearing on the na-
tion’s telecommunications infrastructure (See Appendix II). The in-
frastructure is composed of the public sector network (hundreds of
local telephone companies and long distance carriers), the Internet,
and millions of government and private sector telecommunications
and computer networks. The Subcommittee studied the impact that
the Y2K problem may have on the telecommunications infrastruc-
ture, and how major programs within the Committee’s jurisdiction
may be affected. Specifically, the Subcommittee explored implica-
tions of critical infrastructure component failures on tax adminis-
tration, Medicare, Social Security, and other programs within the
Committee’s jurisdiction. A Federal Communications Commission
official, telecommunications industry observers and representa-
tives, and a GAO witness testified on the Y2K readiness of the in-
dustry, and the remaining risks and challenges.

For example, witnesses said that testing posed unique risks for
telecommunications renovations, because the entire infrastructure
cannot be taken out of production to validate the renovated compo-
nents in their normal operating environment. Nevertheless, they
also said that testing telecommunications components and net-
works to the extent possible is crucial to successful renovations,
and establishing contingency plans in the event of telecommuni-
cations failures or malfunctions are important to ensure that oper-
ations are not at risk.

Another difficult issue raised was the reluctance of telecommuni-
cations firms to share information about the readiness of their com-
ponents or networks because of fear about vulnerability to liability
lawsuits. As a result, agency officials did not know whether ren-
ovated telecommunications components would be delivered to them
in time for testing. The officials recognized that they needed to test
their entire system and network configuration to ensure their pro-
grams would run properly in year 2000 and beyond. This dilemma,
however, is not unique to telecommunications firms, as electric
power companies and others have also expressed concern about
their vulnerabilities to liability, and have therefore been reluctant
to share Y2K-related information.



4

Other Congressional Oversight of the Y2K Problem

Congress has recognized Y2K as a problem with serious implica-
tions for the government, commerce, and the economy. The Sub-
committee on Government Management, Information, and Tech-
nology, of the Committee on Government Reform and Oversight,
held the first of a series of Y2K hearings on April 16, 1996. That
Subcommittee has been joined in many of its oversight hearings by
the Subcommittee on Technology, Committee on Science. A House
Y2K Task Force has also been appointed to provide Congressional
leadership on this problem, which complements the efforts of the
Senate’s Special Committee on Year 2000 Technology Problem.
Many other committees have been active in their oversight of the
Y2K problem as it relates to programs within their jurisdictions.
Congressional oversight has encouraged the administration to
make Y2K a higher priority and give it the focused attention need-
ed to ensure systems are renovated properly in time to prevent
vital services from being discontinued and disruptions to govern-
ment, commerce, or the economy.

Administration Action on the Y2K Challenge

The President’s budget for Fiscal Year 1999 included about $2.25
billion for Y2K renovations and related contingencies. On February
4, 1998, President Clinton established the Council on Year 2000
Conversion and named John Koskinen to be its Chairman and As-
sistant to the President on Y2K matters.

On July 14, 1998, the President presented his first major policy
address on Y2K. The President stressed the urgency of the chal-
lenge. He lauded the efforts underway by people in the Congress,
government, and business—especially those of John Koskinen. He
asked Congress to fully fund his budget. The President specifically
pointed out that too many businesses, especially small and medium
sized firms, will not be ready unless they begin to act now.

He issued three challenges to the business community. First, he
called for every business to take responsibility for making sure it
is ready by assessing its exposure, asking its vendors and suppliers
to be ready as well, and developing contingency plans in case criti-
cal systems fail or vendors fail to deliver. Second, he said busi-
nesses should exchange and pool information among themselves in
order to learn from one another’s experiences and solutions. Third,
businesses should inform customers about what is being done to
address the Y2K problem to help maintain confidence. The Presi-
dent described two initiatives to encourage more open communica-
tion on Y2K experiences and solutions: (1) a Department of Justice
position relative to antitrust, and (2) proposed legislation to limit
legal liability. These initiatives are discussed further below.

Information-Sharing Initiatives

The Antitrust Division of the Department of Justice (Justice) pre-
sented its position on the exchange of information about resolving
the Y2K computer problem in a July 1, 1998, approval of a private
sector information-sharing proposal from the Securities Industry
Association to let its members and their computer services suppli-
ers discuss and exchange information on the Y2K issue. Justice
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stated that sharing information about the Y2K problem would not
lessen competition in the procurement of computer services. Justice
also stated that the information sharing would not pose competitive
risks unless it involved the disclosure of pricing or customer infor-
mation. Justice further said that the information exchanges should
not diminish competition among the Association’s members and
might even have a procompetitive effect by reducing costs and/or
speeding up the resolution of Y2K issues.

The administration sent proposed ‘‘Good Samaritan’’ legislation
to the Congress on July 27, 1998, entitled the ‘‘Year 2000 Informa-
tion Disclosure Act’’. The proposal would establish a uniform stand-
ard of legal liability to protect those who share Y2K information in
good faith from claims based on disclosures and exchanges of infor-
mation. This narrow protection from liability would extend only to
the good faith sharing of information and would not provide protec-
tion from liability should systems not work properly in the year
2000 and beyond.

Representative David Dreier and Representative Christopher Cox
introduced H.R. 4140 on July 16, 1998, which is legislation to (1)
limit the financial liability of companies that take steps to avoid
Y2K failures, and (2) provide a targeted antitrust exemption to en-
courage corporate cooperation in solving problems. This proposed
legislation would effectively codify the Justice antitrust position,
and provide broader liability protection than the ‘‘Good Samaritan’’
legislation.

Assessment of Y2K Readiness for the Major Programs With-
in the Jurisdiction of the Committee on Ways and Means

Based on its review, the Subcommittee determined that SSA is
relatively well positioned to have its systems renovated to be able
to function properly in the year 2000. The Subcommittee was im-
pressed with SSA’s early planning and conscientious management.
This is primarily because SSA was the first to start its Y2K conver-
sion efforts and its management has provided strong and consistent
leadership on each phase of the conversion effort. Additionally, SSA
has already renovated a large portion of its systems and is proceed-
ing with systems testing and continuity planning.

The Subcommittee believes that HHS is in the weakest position,
relative to SSA and Treasury, to have its systems renovated in
time for the year 2000. The progress of HCFA is of greatest con-
cern. HCFA, as well as the contractors upon whom it relies heavily
to process Medicare claims and payments, initially expected to be
using a new Medical Transaction System. That system, however,
was abandoned because of major system development difficulties.
Multiple older systems must now be renovated by both HCFA and
its contractors, and the time needed to complete the renovations is
a major concern. HCFA management is also concerned about its
ability to compel its contractors to maintain the capability nec-
essary to continue Medicare processing. Consequently, the adminis-
tration has proposed legislation to reform HCFA’s relationship with
its contractors. The contractors, on the other hand, suggest that
they only need funding and guidance from HCFA to renovate their
systems in time. HCFA has also raised concerns about its ability
to do the renovations along with the programming changes needed
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to implement the Balanced Budget Act and other new provisions
which it claims may place a strain on both the time and resources
available. Other HHS Y2K concerns involve inadequate informa-
tion about biomedical device readiness, and the late start in ren-
ovating systems for welfare and child support programs.

The Subcommittee assessed Treasury as being in a stronger posi-
tion than HHS, but not as strong as SSA. Some of its major pro-
gram areas have not yet demonstrated sufficient progress, even
though management attention to Y2K has significantly improved.
The major concern is inadequate progress made to date by FMS,
which provides for the payments for SSA, Medicare, IRS and other
Federal programs. FMS has recently changed management and has
recognized the need to be more focused on its Y2K readiness. The
IRS is also of concern because of the sheer magnitude of the effort
required to update its systems, and the poor track record IRS has
for modernizing its systems and managing its information systems
environment. Commissioner Charles O. Rossotti has personally
made this a priority. Among the Commissioner’s top concerns are
telecommunications systems which are being renovated by contrac-
tors and managed by Treasury. The U.S. Customs Service (Cus-
toms) has brought new management attention to Y2K to help over-
come earlier struggles with systems development projects and a
late start on its Y2K conversion efforts.

The assessments made by the Oversight Subcommittee about the
Y2K readiness of the agencies responsible for the major programs
within the Committee’s jurisdiction are consistent with those made
by the Government Management, Information, and Technology
Subcommittee (Horn Subcommittee), and by the Office of Manage-
ment and Budget (OMB). The Oversight Subcommittee based its
assessments primarily on its two Y2K hearings and related re-
search. Based on quarterly reports from all the federal depart-
ments on Y2K status and progress, as well as on other information
about Y2K renovation efforts, the Horn Subcommittee has graded
each department’s Y2K performance, and OMB has ranked depart-
ments by tiers.

Oversight Subcommittee Recommendations

The Subcommittee is concerned that, with the possible exception
of Social Security, vital services that programs within the Commit-
tee’s jurisdiction provide to taxpayers and beneficiaries may be dis-
rupted or otherwise jeopardized unless the following recommenda-
tions are adopted:

1. The administration should more aggressively promote the Y2K
problem as a national priority;

The President has established the National Council on Year 2000
Conversion, presented a major policy address, and proposed legisla-
tion to limit liability. It is equally important the administration use
the many resources at its disposal to elevate the profile of this criti-
cal issue and energize the public through the press and in public
events.

2. Businesses, computer industry suppliers, and others should
have the capability to communicate and share information about
Y2K problems and solutions without fear of legal liability;
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Proposed legislation intended to encourage information sharing
on Y2K experiences and solutions needs to be passed in order to
allow focus of the private sector on solving Y2K problems rather
than being concerned about vulnerability to lawsuits for the infor-
mation they may share. This information sharing should benefit not
only those currently trying to renovate their systems, but also those
who have not yet begun the renovation effort by allowing them to
take advantage of the experience of others.

3. Agencies should test their renovated systems fully and ensure
they interact with other systems as needed to carry out their relat-
ed functions;

Testing is critical to identifying renovation problems before sys-
tems are put into use and to prevent beneficiaries or taxpayers from
being adversely affected. Those with testing experience have cau-
tioned that fully testing a system may take about three times longer
than initially expected, and as much as half the total time needed
for an entire system renovation. System or end-to-end testing is par-
ticularly important to successful renovation, especially for determin-
ing the ability to interact with others upon whom one must rely on
to carry out the mission. This testing is particularly difficult for the
telecommunications systems. Consequently, renovations must be
done in a timely manner, no later than the March 31, 1999, date
set by the Office of Management and Budget, to be able to identify
and effectively correct problems. The necessary resources, expertise,
and techniques also need to be secured in time to be applied prop-
erly.

4. Agencies should develop contingency plans to ensure vital
services are not disrupted, since realistically all systems will not be
renovated fully by January 1, 2000;

Contingency or continuity plans are critical for all systems, even
those thought to be renovated, because there may be disruptions or
failures in power, water, or telecommunications that may not be
within the control of an agency. There must be sufficient time and
resources provided for these plans, including time and resources to
test their validity and effective implementation. This issue will be-
come more critical as 2000 draws closer and it becomes more evi-
dent which systems may not be renovated in time. This planning
must also be done to ensure the best options are considered for
maintaining the continuity of vital program services.

5. Agencies should monitor their Y2K efforts closely to ensure
their human resources and expertise are commensurate with the
renovation tasks that remain to be completed;

The IRS Commissioner and others raised concerns about the re-
sources available to renovate old systems and to reprogram obsolete
computer code. The agencies received some additional assistance
when the administration provided authority for the agencies to re-
cruit retirees with needed expertise to supplement the current work
force. As the demand for information systems and telecommuni-
cations expertise increases, it may be necessary to find other innova-
tive ways to secure the needed talent.

6. The administration and Congress should ensure that Y2K
funding is adequate for government agencies to have the resources
and expertise needed to update and renovate their systems;
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Witnesses at the Subcommittee’s hearings suggested that the fund-
ing requested by the administration may not be sufficient to com-
plete renovations, which may become apparent as agencies proceed
with their efforts. The certainty of the funding will be necessary to
allow agencies to make comprehensive Y2K plans and secure the
needed resource and expertise, including contractor support. The
adequacy of funding and resources needs to be monitored closely as
the scarcity of the requisite expertise may cause Y2K costs to esca-
late as time becomes a greater factor.

7. Small businesses should be encouraged to take the necessary
actions to ensure their computer and telecommunications systems
will be able to function properly in the year 2000 and beyond; and

Small businesses may be the most vulnerable to Y2K system fail-
ures because many have not yet started Y2K renovations and may
not have the resources, expertise, or funds to do the necessary ren-
ovations. With the importance of small business to the vitality of the
nation’s economy, the Committee may want to consider tax incen-
tives for small businesses to encourage them to proceed expeditiously
with needed Y2K renovations. Representative Karen Thurman, a
Member of the Subcommittee, has introduced legislation, H.R. 4134,
to increase by $20,000 the amount a small business is permitted to
expense for the purpose of making its systems Y2K compliant.

8. The Congress should work with the administration to ensure
the necessary oversight is provided so that the Y2K challenge is
met successfully.

The Congress must maintain vigilant oversight of the Y2K efforts.
The emphasis of congressional oversight to date has been on systems
status and renovation progress. The emphasis will likely need to
shift to what will not be renovated in time, and what can be done
to ensure the continuity of services. Oversight should also be prop-
erly targeted to maintain the focus of those responsible for the ren-
ovation on getting the job done right.

The Subcommittee intends to continue to be diligent in its over-
sight activities to ensure vital services to beneficiaries and tax-
payers are not disrupted because of Y2K-related system failures or
malfunctions. The Oversight Subcommittee has requested GAO to
continue its studies of SSA, HCFA, IRS, FMS, Customs, and oth-
ers. The Subcommittee will also monitor the efforts of the appro-
priate Inspector General offices which have considerable efforts un-
derway to assess system readiness, along with validating the ren-
ovations reported by the various agencies. The Subcommittee also
is coordinating its efforts with the ongoing efforts of the Horn Sub-
committee, House Y2K Task Force, Senate Special Committee Year
2000 Technology Problem, OMB and the Council on Year 2000 Con-
version to monitor the Federal agencies’ and private sector progress
and readiness for the year 2000.
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APPENDIX I

WAYS AND MEANS SUBCOMMITTEE ON OVERSIGHT
HEARING ON YEAR 2000 ISSUES RELATIVE TO PRO-
GRAMS WITHIN ITS JURISDICTION, May 7, 1998

Purpose

The hearing explored the year 2000 issues for the major program
areas within the jurisdiction of the Committee on Ways and Means.
In particular, the Subcommittee examined the implications of the
year 2000 computer problem, commonly known as ‘‘Y2K,’’ for the
various program beneficiaries, the potential risks to program mis-
sions, and major remaining program vulnerabilities.

Witnesses

Agencies—
The Honorable Charles O. Rossotti, Commissioner, Internal Rev-

enue Service
The Honorable John Callahan, Assistant Secretary, Office of

Management and Budget, U.S. Department of Health and Human
Services

Mr. John Dyer, Principal Deputy Commissioner, Social Security
Administration

Mr. James A. Flyzik, Assistant Secretary, Information Systems
and Chief Information Officer, U.S. Department of the Treasury

Ms. Constance E. Craig, Assistant Commissioner, Information
Resources, Financial Management Services, U.S. Department of the
Treasury

Ms. Vincette Goerl, Assistant Commissioner, Finance, U.S. Cus-
toms Service, U.S. Department of the Treasury
Private Sector—

Mr. John Bace, Research Director, Gartner Group, Inc., Rose-
mont, Illinois

Mr. Harris N. Miller, President, Information Technology Associa-
tion of America

Mr. Steven McManus, Communications Manager, BankBoston,
Boston, Massachusetts

Ms. Irene Dec, Vice President, Information Systems, Prudential
Insurance Company of America

Ms. Jennifer Jackson, General Counsel, Connecticut Hospital As-
sociation, on behalf of American Hospital Association

Ms. Mary Nell Lehnhardt, Senior Vice President, Office of Policy
and Representation, Blue Cross and Blue Shield Association
U.S. General Accounting Office—

Ms. Lynda D. Willis, Director, Tax Policy and Administration
Issues, General Government Division; accompanied by Ms. Sherrie
Russ, Assistant Director

Mr. Joel C. Willemssen, Director, Information Resource Manage-
ment, Accounting and Information Management Division; accom-
panied by Mr. Randy Hite, Assistant Director
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HEARING SYNOPSIS

The private sector witnesses admonished the Subcommittee to do
whatever it can to make solving the Y2K problem a national prior-
ity. The Subcommittee was reminded that the United States has
close to half the world’s computer capacity and 60 percent of Inter-
net assets, making the U.S. the world’s most advanced and depend-
ent user of information technology. The Subcommittee was also
cautioned that if these systems many of which perform functions
and services critical to the nation suffer disruption, it could create
a widespread crisis.

The agency officials testified on the progress that they have
made in their conversion efforts, the risks they have identified, and
how they are attempting to mitigate those risks. The officials de-
scribed Y2K as their number one technology priority with each ex-
pressing a keen awareness of the importance of successfully meet-
ing this challenge. They described the extensive resources that they
have committed to ensure an orderly computer conversion. They
also articulated the considerable risks that they still face, and the
efforts that they are undertaking to manage those risks and there-
by avert potentially catastrophic implications for Social Security
and Medicare beneficiaries and taxpayers. While each voiced con-
fidence that their agencies were on schedule to meet this consider-
able challenge, they recognized the enormity of the task ahead, and
the reliance they must place in others for their own success.

Remaining Challenges—Agencies’ Perspectives

IRS Commissioner Charles Rossotti, a highly successful tech-
nology professional, acknowledged that he is still learning about
the magnitude of this effort, as it presents the largest conversion
and testing challenge known to him. His counterparts agreed with
his assessment, with everyone expressing the belief that they were
doing everything within their power to meet the challenge. For the
most part, the agencies’ officials testified that they are currently
performing the computer conversions identified as being needed,
with some having tested the converted systems. The tasks remain-
ing include completing system conversion and testing, performing
integrated or end-to-end tests of entire processes, independently
validating successful conversion, and developing contingency plans
should system disruptions arise. Some of these tasks involve work-
ing with other organizations with which an agency shares data or
upon which it relies to carry out its processes. For example, IRS
and SSA share important account information and both rely on
FMS to produce checks for taxpayers or beneficiaries, respectively.
Some agency officials expressed concern over their ability to retain
information systems employees with the necessary expertise to
handle the conversions, and even their ability to supplement their
work force with contractor support, because of the escalating de-
mand for a finite talent pool and the escalating costs for that ex-
pertise. Costs are not the only issue, as specialized knowledge of
agencies’ sometimes antiquated systems is not easily transferable,
if at all, to other employees or contractors. At the time, this issue
was not expressed as a critical impediment, but it remains a con-
cern as the year 2000 approaches.
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Magnitude of the Challenge—Independent Perspective

Neither the private sector panel nor the GAO witnesses ques-
tioned the determination or accounts of the agency officials to en-
sure they meet this substantial challenge, but they did raise con-
cerns about how much remains to be done and how little time there
is to do it. The private sector witnesses stressed the magnitude of
the challenge as being immense, much greater than they had ini-
tially thought. They said their efforts began over three years ago,
which is fortuitous because the conversion and testing has taken
every bit of that time and more. For example, a private sector wit-
ness said that testing had taken three times longer than expected
and 50 percent of the entire conversion time for her organization.

A GAO witness cited a recently issued report entitled YEAR 2000
COMPUTING CRISIS: Potential for Widespread Disruption Calls
for Strong Leadership and Partnerships. This report credits agen-
cies with the progress they have made, but concludes that with the
remaining risks and current pace not all mission-critical systems
will be successfully converted in time. GAO calls for more action
to mitigate the remaining risks to avoid debilitating results. GAO
also cites vulnerabilities in vital economic sectors of the nation, like
telecommunications, health, safety, and small business. Inter-
dependencies of related systems across public and private sectors
increase the risk of a cascading wave of failures or interruptions
of essential services. The report also discusses similar interdepend-
encies of related systems internationally.

GAO acknowledged that as the year 2000 has drawn nearer and
the scope of the challenge has become clearer, the Federal Govern-
ment’s response to the crisis has grown as well. GAO credited Con-
gressional oversight as being key to increasing the focus of OMB
and agency attention on the Y2K problem. For example, after nu-
merous Congressional oversight hearings on the need for more fo-
cused Y2K attention, in February 1998, the President issued an ex-
ecutive order establishing a President’s Council on Year 2000 Con-
version to recognize the national and international aspects of the
problem.

John Koskinen, who was named the Assistant to the President
and Chair of the Council, differed with GAO on the leadership role
the Council should play in implementing numerous GAO rec-
ommendations. However, in his formal response to the GAO report,
he agreed that issues involving the economic sectors, along with
others that are national or international, are beyond the control of
individual Federal agencies. He believed that his role needs to be
as a catalyst, facilitator, and coordinator, and that the Council
should only create and directly manage new national forums for
specific sectors of the economy, such as energy and telecommuni-
cations. Mr. Koskinen has, in fact, created such national forums
and has taken a global approach to his new duties. The Sub-
committee agrees with GAO and Mr. Koskinen that the last thing
needed at this time is the creation of a new bureaucracy. However,
Mr. Koskinen does not have the authority to compel partnerships
between public and private sectors; among economic sectors; or
across local, State, Federal, and other countries’ governments.
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A National Mandate

Chairman Johnson asked GAO to give thought to how to formu-
late a national mandate to make sure that people responsible for
system renovations get the needed information and action in time
to mitigate any risks and avert a disaster. GAO discussed the fol-
lowing findings in its recently issued report:

Setting priorities is critical. As it becomes increasingly evident
that there is not enough time to successfully convert all mission-
critical systems across the Federal Government, it is imperative
that the Executive Branch identify those systems, that if not fixed,
could most seriously threaten health, safety, national security, or
economic well-being. These priority systems must also be able to
interact with data or processes that are shared. Contingency plans
should be developed immediately for those systems not deemed to
be high priority to ensure sufficient time and resources are avail-
able.

Monitoring agencies’ progress must be comprehensive and reli-
able. The reports on agency progress must include all agencies and
systems, including those sharing information, and include data
that accurately reflects their status relative to the expectations for
each phase of conversion and time remaining available for conver-
sion.

Testing, including end-to-end testing, for entire processes must be
performed. Sufficient time, resources, and expertise must be made
available to do this critical testing so problems can be identified
and corrected before the system is in production. This is an area
in which agencies have generally not been as diligent as necessary.
Most agencies have said they want to use all or most of 1999 for
this end-to-end testing, although some schedule slippage may affect
their ability to do so.

Requiring independent verification and validation of Y2K pro-
grams, including testing, is critical to the integrity of the conversion
process. Agencies may use Inspector Generals’ Offices, contractors,
and others with the requisite expertise to ensure their Y2K pro-
gram has the necessary steps to ensure each phase is completed,
thoroughly and accurately. This must be done independently of offi-
cials with conversion responsibility.

Developing contingency or business continuity plans is imperative.
Such plans must be developed for all systems to ensure that the
processes or programs served will be able to function in the event
successful conversion is not completed on time. The plans may re-
quire functions to be handled through manual processes, other con-
verted systems, or other means for working around nonconverted
systems. The plans must also consider any interdependencies with
other systems.

Developing a resource strategy is essential. OMB and OPM have
already taken some actions to help agencies to attract and retain
personnel with the requisite expertise to carry out the conversions,
but agencies need to identify creative ways to ensure they have the
necessary resources beyond the year 2000. Likewise, similar plans
must be developed and actively monitored to ensure the funds, per-
sonnel, other expertise, and equipment are available when needed.
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Establishing an ability to address governmentwide issues needs
strengthening. Numerous issues are beyond the control of any par-
ticular agency, such as responsibility or control over various eco-
nomic sectors or governments. These issues may need to be ad-
dressed by a broader authority to make the necessary arrange-
ments for agencies to ensure their systems are, in fact, fully and
successfully converted.

Liability Protection

Chairman Johnson asked both the private sector and GAO panel-
ists how to avoid Y2K problems. The liability protection issue was
identified by several witnesses as the crux of industries’ reluctance
to share information or deliver Y2K certified equipment or compo-
nents. It was raised specifically about biomedical devices or equip-
ment and telecommunications components.

Biomedical Devices

The American Hospital Association witness offered some sugges-
tions for Congress in her written statement, including the following
idea on liability protection:

Congress should enact some form of immunity from liability for health care pro-
viders that have taken steps to prevent year 2000 problems from affecting patient
care for example, relying on the FDA’s data base of medical devices and equipment
for information about year 2000 compliance . . . Providers should not be liable for
damages for the year 2000 limitations of those products and systems.

The HHS testimony discussed the initiative HHS has taken with
over 16,000 biomedical equipment manufacturers, which has re-
sulted in a FDA Internet web site of manufacturers’ information
about the Y2K compliance of their equipment. A GAO witness told
the Subcommittee that GAO is looking into the biomedical device
area, including the FDA web site, for another committee. He of-
fered a preliminary observation that manufacturers’ information is
just now coming forward and has sometimes changed from initial
postings.

Telecommunications

Both the IRS Commissioner and Treasury Chief Information Of-
ficer expressed concern about telecommunications, with their con-
cern centered around vendor schedules for delivering releases of
their components or systems that are certified as Y2K compliant.
Treasury bureaus cannot plan on testing the telecommunications
aspects of their systems until vendor delivery is made, nor can they
proceed with end-to-end testing. Both GAO witnesses cited tele-
communications as a major concern for all agencies since they have
to rely on vendors to deliver compliant components or systems. The
reason this concern rises above others is that the telecommuni-
cations industry has not been very forthcoming with information
about exactly when and what it will be able to deliver and certify
as Y2K compliant. The industry is thought to be quite concerned
about its liability exposure and has chosen not to put out informa-
tion until it is absolutely certain of its validity. The later informa-
tion and deliveries are, the greater the difficulty for agencies with
regard to component or end-to-end testing as well as contingency
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1 The same basic concerns about increasingly restrictive information flow between industry
and government agencies were raised for the electric utility industry in a recent hearing held
by Chairwoman Constance Morella before the Science Subcommittee on Technology, Committee
on Science. The concerns were raised by agency officials and trade association representatives
about having to be reliant on the electric utilities delivery of Y2K compliant equipment, includ-
ing upgrades to imbedded chips, with little specific information on what will be delivered, when,
and at what cost.

planning. Realistically, with the normal procurement cycle times
needed, agencies cannot pursue alternative suppliers especially
since nearly the entire industry is in the same position. With an
increasing reliance on telecommunications for providing services to
beneficiaries and taxpayers, and so much still unknown about com-
pliant deliveries, telecommunications is a serious and widespread
vulnerability for agencies’ Y2K programs.

Since the hearing, the Subcommittee staff has further explored
with GAO the validity of the industry’s belief that protection is
needed against liability and the posture agencies find themselves
on this issue. The GAO officials illustrated the frustration shared
across agencies by describing a meeting of industry representatives
and agency officials, that was arranged by the CIO Council, to bet-
ter understand one another’s needs. Not all of the key vendors at-
tended, with some last minute cancellations, and little information
was exchanged even on the reasons for the industry’s reluctance to
be more forthcoming. So, the Subcommittee is left with a concern
that the industry is more worried about liability than in the agen-
cies’ needs for specific information.1

At a briefing for Congressional staff on May 22, 1998, John
Koskinen said he has Assistant Attorney General Joel Klein’s
agreement that the Department of Justice Antitrust Division to
write a business advisory to let companies know that sharing infor-
mation across industries to facilitate Y2K compliance will not be
viewed as an antitrust violation. [The business advisory was issued
on July 1, 1998.] Mr. Koskinen said the other reason for vendor re-
luctance to share information is, in his opinion, bad legal advice.
He believes sharing information on compliance efforts actually pro-
tects vendors against legal liability, and he offers that observation
to any audience that he addresses.

As discussed above relative to IRS, the Subcommittee under-
stands that the telecommunications sector is concerned about li-
abilities that may arise from Y2K failures and is reluctant to share
information about the capabilities of its systems or components
until they are tested and delivered. There may very well be other
reasons for telecommunications companies reluctance to share in-
formation, for example, they may not have compliant components
yet or are concerned about the compliance of their components in
different agency environments. Regardless, this reluctance to share
information presents a dilemma for agencies that cannot be certain
when they will get delivery and be able to test in their own envi-
ronment, including end-to-end testing.

Some agencies, including IRS, have recently taken a more ag-
gressive posture with their telecommunications vendors to promote
better communications. IRS, Treasury, and TRW have recently
formed teams to work together to install and test Y2K components
or systems in test facilities, with plans to have the teams pursue
testing in the IRS processing environment. SSA has also worked
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with its vendors to obtain specifics on delivery schedules, and relat-
ed costs, as well as to reduce those specifics to contractual commit-
ments. GSA officials advised the Subcommittee that they are see-
ing some recent progress in information availability from vendors
about the compliance of their components, but vendors are still re-
luctant to put out information until the components have been suc-
cessfully tested. Apparently not much of the related software devel-
opment has been completed. While there are some reports of a re-
cent increase in information flow, that flow must be continued and
expanded.

This communication may help ease some anxiety, but reliance on
the industry to deliver compliant components in time to be properly
tested is a concern as the Y2K deadline approaches. Many deliv-
eries are expected this fall, with any slippage likely to cause con-
straints in testing plans which pose risks to the affected agencies.
Another risk as time passes is whether the vendors will be able to
produce enough of the Y2K compliant components, including em-
bedded chips, to satisfy all of their customers’ needs. Therefore, the
agencies must have firm contractual arrangements in place as soon
as possible to set delivery quantities, times, and costs. Should they
have reason to doubt the vendors can deliver as specified, the agen-
cies should provide for contingency arrangements secondary suppli-
ers, system workarounds, or other ways to ensure their missions
can be accomplished.
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APPENDIX II

WAYS AND MEANS OVERSIGHT SUBCOMMITTEE HEAR-
ING ON YEAR 2000 TELECOMMUNICATIONS ISSUES
RELATIVE TO PROGRAMS WITHIN ITS JURISDICTION,
June 16, 1998

Purpose

The hearing explored the Y2K issues for the nation’s tele-
communications infrastructure and its impact on the major pro-
grams within the jurisdiction of the Committee on Ways and
Means. In particular, the Subcommittee examined the implications
of the Y2K risks posed by the telecommunications infrastructure,
including those posed by critical infrastructure component failures.

Witnesses

Agencies—
The Honorable Michael Powell, Defense Commissioner, Federal

Communications Commission; and Chairman, Telecommunications
Subcommittee, President’s Commission on Year 2000 Conversion
Private Sector—

Mr. David Baker, Managing Director, Schwab Washington Re-
search Group

Mr. Gerald A. Roth, Vice President, Technology Programs, GTE
Labs Technology and Systems, Alexandria, Virginia

Mr. John Pasqua, Director, AT&T, Warren, New Jersey
Ms. Ronnie Lee Bennett, Vice President, Program Management,

Lucent Technologies, San Ramone, California
Ms. Pricilla Gutherie, Vice President and General Manager,

TRW, Fairfax, Virginia
Mr. William O. White, Senior Director, Information Technologies.

U.S. West, Denver, Colorado
U.S. General Accounting Office—

Mr. Joel Willemssen, Director, Information Resources Manage-
ment, Accounting and Information Management Division

HEARING SYNOPSIS

During the Subcommittee’s Y2K hearing on June 16, 1998, the
witnesses described recent progress that has been made in making
various facets of the telecommunications infrastructure Y2K com-
pliant, as well as initiatives to improve information sharing and
communications about Y2K compliance within the telecommuni-
cations industry and its customers. The witnesses, however, also
described concerns about their vulnerability to legal liability and
other impediments to more open communication. They also talked
about the remaining challenges to making the telecommunications
infrastructure Y2K compliant, including the fact that even after ex-
tensive testing of components and networks, the compliance of the
entire infrastructure cannot be verified until the year 2000 because
it cannot be taken down to test in its entirety. Therefore, effective
contingency planning is particularly important for those who rely
heavily on telecommunications for carrying out their missions.
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These issues relate to the state of Y2K readiness for the tele-
communications industry in the United States, which is thought to
be much further advanced than its counterparts overseas.

Collectively, the witnesses described the telecommunications in-
frastructure as being a complex web of components including
switches, routers, systems, and networks that operate together to
transmit voice and data. The infrastructure provides a seamless
interconnectivity between a wide range of networks and carriers.
Telecommunications has become critical to the operations of nearly
every public and private sector organization. The witnesses de-
scribed the process being used to ensure that each part of the infra-
structure will be able to operate properly in the year 2000 and be-
yond. The process is essentially the same as the one used for ensur-
ing Y2K compliance for computer systems; that is, awareness, as-
sessment, renovation, validation, and implementation. They de-
scribed the industry as generally being through the assessment
phase and well into renovation, with compliant components ex-
pected to be ready for customer delivery by the third or fourth
quarter of 1998. These components, for the most part, will have
been laboratory tested when delivered and will need only to be test-
ed in the organization’s production environment.

The witnesses said that each phase of the process must be com-
pleted to ensure the compliance of each component, and must be
carefully coordinated to ensure the desired interoperability of the
entire telecommunications infrastructure. They singled out testing
of the infrastructure as unique because it cannot realistically be
replicated or taken out of operation to be tested. Therefore, while
components may be certified as Y2K compliant, there is no real as-
surance that they will be compatible or function properly in oper-
ation on January 1, 2000. Consequently, contingency plans are par-
ticularly important for organizations to have alternate ways to
carry out their missions in the event of failure in their tele-
communications capability.

Remaining Challenges

The Subcommittee learned that the telecommunications industry
is generally well aware of the magnitude of the Y2K problem and
is proceeding to renovate and test components for delivery to cus-
tomers in the third or fourth quarter of 1998. The industry is prob-
ably further along in its renovations than the agencies within the
Committee’s jurisdiction expect it to be according to their testimony
in the Subcommittee’s May 7, 1998, hearing. The industry rep-
resentatives explained that there has been a reluctance to share in-
formation about Y2K readiness of components because of the fear
that the information could be used against a supplier or carrier in
a liability lawsuit. As a result, telecommunications firms have been
reluctant to make information available, even to customers, until
they have tested renovated components, rather than take the
chance that they would have to modify information upon learning
more about a component’s compliance. Even though the firms know
that more information would be helpful for their customers to man-
age their own Y2K renovation programs, many in the industry re-
main so concerned about being subjected to a lawsuit that they are
reluctant to share more information.
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Some industry witnesses suggested that Congress could ease this
reluctance to share information by passing legislation to provide
limited protection against lawsuit for those who share information
in good faith to help reduce Y2K-related problems. They said there
was a separate effort underway with the Department of Justice
Antitrust Division for industry to get some assurance from Justice
that sharing information for the purpose of solving the Y2K prob-
lem would not be considered as an anticompetitive practice or vio-
lation of the antitrust laws. [On July 1, 1998, Justice formally es-
tablished this position in response to a request from the Security
Industry Association.] While such a Justice position should ease
concerns about information sharing on Y2K subjecting an organiza-
tion to antitrust suit by the government, the industry witnesses
said that legislation would be needed to provide some protection
against private lawsuit.

While the concern about legal liability continues to have a damp-
ening effect on information sharing, the witnesses described a num-
ber of efforts and forums that are being used within the tele-
communications industry to improve the flow of information about
the readiness of various components. One industry observer offered
that among the reasons for information lagging on telecommuni-
cations was that everyone was initially focused on their own inter-
nal computer systems. Now that they realize they are also depend-
ent on others, like telecommunications carriers and suppliers, more
attention is being afforded those interdependencies. Both agency
and industry witnesses testified that many in the telecommuni-
cations industry have been aware of the Y2K issue and working on
it for years, as early as 1995. They acknowledge more information
is being made available as testing forums have emerged, but also
advocate the need for liability protection. The AT&T witness chal-
lenged others to join its recent initiative to put information out for
public and customer consumption, while agreeing that relief would
be welcome.

The TRW witness provided the perspective of a systems integra-
tor, and articulated the dilemma the constrained information flow
poses for customers of telecommunications components. She said
among the most important things to do is effectively scheduling the
renovation, testing, and implementation of components; and among
the most difficult is reacting to suppliers and carriers who do not
deliver compliant components consistent with that schedule. While
the agency witnesses at the Subcommittee’s May 7 hearing ex-
pressed frustration with not knowing when their telecommuni-
cations vendors were going to be able to deliver, the industry wit-
nesses at this hearing said, for the most part, they will be deliver-
ing Y2K compliant components to their customers in the third or
fourth quarters of 1998 after they have been tested in Bellcore or
other labs. They also said that they are now communicating their
schedules with their customers. The Lucent witness said the com-
pany expected to be able to satisfy all of its customers’ orders for
components, but also urged others who have not yet determined
their needs to do so as quickly as possible so their needs can be
considered in Lucent’s production schedules.

While testing is a critical issue for Y2K readiness for all organi-
zations, the telecommunications aspects of testing are unique in a
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couple of ways. Telecommunications components may test as Y2K
compliant when tested individually or even in a test lab, but may
not function properly in a customer’s production environment.
Interoperability testing is an important aspect of the testing regime
which to some extent can be done in a lab, but must also be done
in the production environment. However, even with this testing,
there cannot be complete assurance that the entire telecommuni-
cations infrastructure is Y2K compliant until it is in operation on
January 1, 2000. This, as the witnesses explained, was because the
infrastructure cannot realistically be taken down to test its compli-
ance. The industry is working through cooperative arrangements to
test components both individually and as they may normally be
configured in operations. It is also working with customers to de-
sign interoperability testing in the customer’s operating environ-
ment to mitigate as many of the risks as they can. These tests,
however, will not be done before year-end 1998 in most organiza-
tions because the telecommunications components will not be deliv-
ered in time to do them earlier.

The limitations of interoperability testing for the telecommuni-
cations infrastructure makes contingency planning essential as
well as difficult since organizations are becoming increasingly reli-
ant on telecommunications to carry out their missions. The wit-
nesses were uniform in their belief that organizations must be pre-
pared for the possibility that they may have some telecommuni-
cations outages, and make provisions for getting their work done
during those outages. While considerable time remains to develop
such contingency plans, those plans will require resources, logistics,
and other considerations that must be provided for well in advance
of the ultimate need. The Federal Communications Commission
witness said the FCC intends to continue to encourage the industry
to proceed expeditiously to make the infrastructure Y2K compliant
to minimize the likelihood of failure. His concerns were far more
pronounced for international compliance since he does not believe
the same amount of awareness and attention have been given to
Y2K as has been by the domestic telecommunications industry. For
that reason, he is chairing the Year 2000 Conversion Council Tele-
communications Subcommittee, and believes those organizations
reliant on telecommunications for conducting international busi-
ness must be particularly diligent in providing for effective contin-
gencies. The GAO witness agreed with the importance of contin-
gency planning in this area and offered a guide his office has pub-
lished to assist those in devising effective plans.
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